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Topic 1, Volume A
 

QUESTION NO: 1 
 
A financial company enforces a security policy that prevents banking system workstations from
connecting to the Internet. Which Symantec Endpoint Protection technology is ineffective on this
company's workstations?
 
 
A. Insight 
B. Intrusion Prevention 
C. Network Threat Protection 
D. Browser Intrusion Prevention 
 

Answer: A

Explanation:  

 

 

 

QUESTION NO: 2 
 
In addition to performance improvements, which two benefits does Insight provide? (Select two.)
 
 
A. reputation scoring for documents 
B. zero-day threat detection 
C. protection against malicious java scripts 
D. false positive mitigation 
E. blocking of malicious websites 
 

Answer: B,D

Explanation:  

 

 

 

QUESTION NO: 3 
 
Which Symantec Endpoint Protection defense mechanism provides protection against threats that
propagate from system to system through the use of autorun.inf files?
 
 
A. Application and Device Control 
B. SONAR 
C. TruScan 
D. Host Integrity 
 

Answer: A

Explanation:  
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QUESTION NO: 4 
 
Which protection technology can detect botnet command and control traffic generated on the
Symantec Endpoint Protection client machine?
 
 
A. Insight 
B. SONAR 
C. Risk Tracer 
D. Intrusion Prevention 
 

Answer: D

Explanation:  

 

 

 

QUESTION NO: 5 
 
Which technology can prevent an unknown executable from being downloaded through a browser
session?
 
 
A. Browser Intrusion Prevention 
B. Download Insight 
C. Application Control 
D. SONAR 
 

Answer: B

Explanation:  

 

 

 

QUESTION NO: 6 
 
Which Symantec Endpoint Protection technology blocks a downloaded program from installing
browser plugins?
 
 
A. Intrusion Prevention 
B. SONAR 
C. Application and Device Control 
D. Tamper Protection 
 

Answer: C
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Explanation:  

 

 

 

QUESTION NO: 7 
 
Which protection engine should be enabled to drop malicious vulnerability scans against a client
system?
 
 
A. SONAR 
B. Intrusion Prevention 
C. Tamper Protection 
D. Application and Device Control 
 

Answer: B

Explanation:  

 

 

 

QUESTION NO: 8 
 
What is the file scan workflow order when Shared Insight Cache and reputation are enabled?
 
 
A. Symantec Insight > Shared Insight Cache server > local client Insight cache 
B. local client Insight cache > Shared Insight Cache server > Symantec Insight 
C. Shared Insight Cache server > local client Insight cache > Symantec Insight 
D. local client Insight cache > Symantec Insight > Shared Insight Cache server 
 

Answer: B

Explanation:  

 

 

 

QUESTION NO: 9 
 
What is a function of Symantec Insight?
 
 
A. provides reputation ratings for structured data 
B. enhances the capability of Group Update Providers (GUP) 
C. increases the efficiency and effectiveness of LiveUpdate 
D. provides reputation ratings for binary executables 
 

Answer: D

Explanation:  
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