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Note: The answer is for reference only, you need to understand all question.

QUESTION 1
Which statement reflects a risk-based security program?

A. We are in the process of identifying the effectiveness of the security in our PCI environment.
B. We are in the process of identifying the business impact related to our PCI environment.

C. We are in the process of identifying the appropriate controls related to our PCI environment.
D

. We are in the process of identifying the systems impacted by PCI regulations.

Answer: B

QUESTION 2
How can a security professional within an organization become viewed as a business partner to an executive?

by speaking to security roles and processes
by articulating risk in terms of financial value

by speaking to the fundamentals of security
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by ensuring that compliance is the top priority

Answer: B

QUESTION 3
What drives consultative conversations and establishes credibility with an organization?

establishing a security policy
providing industry insight

providing regulatory information
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establishing technical controls

Answer: B

QUESTION 4
What is one of the common security concerns among organizations today, according to the Global State of
Information Security survey 2010?

A. quality of service

B. PCI compliance



C. data protection

D. asset management

Answer: C

QUESTION 5
Which two process types form the basis for the development of a workflow solution? (Select two.)

production processes
security processes
business processes

monitoring processes
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automation processes

Answer: CE

QUESTION 6
What is the benefit that a workflow solution provides for the security of an environment?

A. It allows the ability to react to security events in a timely and automated fashion.

B. It allows the ability to reduce the number of people being managed in an environment.
C. It allows the ability to hire more people to manage the automation of an environment.

D. It allows the ability to transform security data that can be acted on within an environment.
Answer: A

QUESTION 7

What drives policies and procedures, according to the Security Solutions 1.0 course?

A. industry regulations and order

B. business goals and objectives

C. company security and awareness
D

. business growth and efficiency

Answer: B

QUESTION 8
How does a workflow solution work with collaborative applications?



It helps monitor system utilization between applications.
It streamlines tasks and connects independent business applications.
It helps monitor configuration changes between applications.
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It streamlines tasks and applies configuration changes to each application.

Answer: B

QUESTION 9
A customer is experiencing image-based spam and phishing attacks that are negatively impacting messaging
flow. Which Symantec solution should be recommended to this customer?

Brightmail Gateway
Endpoint Protection

Network Access Control
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Backup Exec System Recovery

Answer: A

QUESTION 10
Which strategy is an appropriate means of defending against social engineering attacks?

endpoint security
security awareness

data loss prevention
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web security

Answer: B

QUESTION 11
Which information does an organization need to analyze in order to apply a risk-based approach to their
security and compliance practices, according to the Security Solutions 1.0 course?

which hardware is most costly to replace
which data is being backed-up
which employees have remote access
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which servers contain critical data

Answer: D



