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Topic 1, Volume A
 

QUESTION NO: 1 
 
Which of the following would be used to enforce a policy requiring two-factor authentication on
certain mobile devices?
 
 
A. Username and password 
B. Facial recognition and PIN 
C. Pattern unlock and password 
D. Fingerprint and retina scan 
 

Answer: B

Explanation:  

 

 

 

QUESTION NO: 2 
 
An employee reports a network connectivity issue to the helpdesk. Which of the following steps
should be taken before escalating the issue?
 
 
A. Identify and document the issue, questioning the obvious 
B. Attempt to resolve the network issue by rebooting a server 
C. Ask the user to remote their machine and wait 15 minutes before calling back 
D. Document resolution outcomes and lessons learned 
 

Answer: A

Explanation:  

 

 

 

QUESTION NO: 3 
 
Which of the following can be applied to a mobile device to support a corporate mandate which
does not allow Internet gambling activities?
 
 
A. Network IDS 
B. Host IDS 
C. Software antivirus 
D. Content filtering 
 

Answer: D

Explanation:  
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QUESTION NO: 4 
 
When setting up a wireless access point for 802.11g, the user must ensure mobile devices utilize
which of the following frequency bands? 
 
 
A. 2.4 MHz 
B. 5 MHz 
C. 5 GHz 
 

Answer: A

Explanation:  

 

 

 

QUESTION NO: 5 
 
Which of the following is a topology that uses multiple access points to communicate with each
other to pass data?
 
 
A. Filter 
B. Mesh 
C. Modulate 
D. Backhaul 
 

Answer: B

Explanation:  

 

 

 

QUESTION NO: 6 
 
The mobility team has been tasked with placing Wi-Fi access points in a conference room. They
have been provided with a floor plan by the building architect. Which of the following are
components of a predictive wireless audit? (Select TWO).
 
 
A. Oscilloscope 
B. Spectrum analysis 
C. Distance to nearest cellular tower 
D. Construction materials used in the walls 
E. Time Domain Reflectometer 
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Answer: B,D

Explanation:  

 

 

 

QUESTION NO: 7 
 
The mobility team is evaluating new smartphones for deployment from multiple vendors. Which of
the following items is a concern for the adherence to IT Policy? (Select TWO).
 
 
A. No API for remote management 
B. The ability to set complex passwords 
C. Lack of business applications on the vendor application store 
D. The resolution of the display 
E. Duration of the battery life 
 

Answer: A,B

Explanation:  

 

 

 

QUESTION NO: 8 
 
An end-user has notified the helpdesk that a tablet was left in a taxi-cab. Which of the following is
the order of response?
 
 
A. Wipe device, track device, escalate 
B. Wipe device, confirm end-user identity, escalate 
C. Confirm end-user identity, determine policy response, report incident 
D. Confirm end-user identity, unlock device, track device 
 

Answer: C

Explanation:  

 

 

 

QUESTION NO: 9 
 
The IT department has been contacted by Joe, an end-user, reporting he is unable to login to his
smart phone. Which of the following would cause this issue?
 
 
A. The certificate for the Wi-Fi has expired 
B. Passwords must be changed after a certain amount of days 
C. Updates are required to the OS 
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