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Note: The answer is for reference only, you need to understand all question. 

 

QUESTION 1 

Which statement is most correct in explaining weights and their use in this 

redundant VPN configuration? 

 

Member 1 weight 3 

Member 2 weight 2 

Member 3 weight 1 

 

A. Weight is not a valid configuration option for Redundant VPNs. 

B. Weight is a distribution factor, Member 2 will carry 10 times the traffic of Member . 

C. Weight is used to determine which VPN in the Group carries traffic, Member 2 will carry the traffic. 

D. Weight is used to determine which VPN in the group carries traffic, member 1 will carry the traffic. 

E. Weight is distribution value,Member 1 will carry the most traffic, while member 2 will carry 1/10 that amount.

 

Answer: D 

 

 

QUESTION 2 

Your VPN device has a dynamic address, and does not use an FQDN. Which three 

(3) do you need to configure on your device for a successful Phase I connection to your peer? 

 

A. DNS 

B. Peer id 

C. Local id 

D. Main mode 

E. Aggressive mode 

F. Static-ip of remote IKE peer 

 

Answer: CEF 

 

 

QUESTION 3 

Which two (2) statements regarding Certificate Revocation Lists are correct? 

 

A. The CRL is time stamped to identify revoked certificates 

B. CRLs are maintained by independent agents to insure accuracy 

C. A CRL ontains the names and IP addresses of Certificates that have been revoked by the CA 

D. New CRLs are issued on a regular, periodic basis, which could be hourtly, daily, weekly 
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Answer: AD 

 

 

QUESTION 4 

Which parameter is exchanged during Phase 2 negotiations? 

 

A. Proxy-id 

B. Certificates 

C. Pre shared key 

D. NAT-Trnsversal Data 

E. Asymmetric Private Keys 

 

Answer: A 

 

 

QUESTION 5 

Exhibit: 

 

 
 

Based on the exhibit, NetScreen A is using a route-based VPN configuration. What two (2) things are 

"required" on NetScreen A to successfully establish a VPN? (Both device have static IP addresses) 

 

A. Proxy-ID 

B. Peer address of 1.1.2.5 

C. Local ID of 1.1.1.1 

D. IKE Phase 1 aggressive mode 

E. Tunnel interface with an address in the 1.1.2.0/24 subnet 

 

Answer: AB 
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QUESTION 6 

When using a route-based VPN, what is the default proxy-id for the source 

address? 

 

A. 0.0.0.0/0 

B. 0.0.0.0/32 

C. The source address of the first packet through the VPN 

D. The source address of the final Phase 2 packet from the initiator 

 

Answer: A 

 

 

QUESTION 7 

Which is a valid Phase 2 IKE proposal? 

 

A. pre-g1 -des-md5 

B. rsa-g2 3des-sha 

C. g2-esp-3des-md5 

D. g2-esp-aes120-md5 

 

Answer: C 

 

 

QUESTION 8 

Which two (2) statements are correct regarding NHTB? 

 

A. The NHTB table can be viewed with the command "get nhtb" 

B. The NHTB table can be viewed with the command "get interface <tunnel interface>" 

C. The NHTB table can be viewed with the command "get interface <physical interface>" 

D. NHTB is enabled automatically when multiple route-based VPNs are bound to a single tunnel interface. 

E. You cannot see the contents of the NHTB table because it is built automatically and is used internally by the 

system. 

 

Answer: BD 

 

 

QUESTION 9 

Exhibit: 
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