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QUESTION NO: 1 
 

A customer wants to optimize their firewall performance using firewall rule sets. How can the

customer achieve this objective?
 

A. Firewall rules sets should be based on protocol usage.

B. There is no way to optimize firewall performance using rule sets.

C. Firewall rules should be placed such that the highest utilized rules are seen later in the rule set

so to limit the number of rules the firewall needs to compare to pass the traffic.

D. Firewall rules should be placed such that the highest utilized rules are seen early in the rule set

so to limit the number of rules the firewall needs to compare to pass the traffic.
 

Answer: D

 

 

QUESTION NO: 2 
 

A customer has Contivity clients behind a firewall. Which protocols would the customer need to

allow through the firewall for the connection to a remote Contivity? (Choose two.)
 

A. Protocol 17 [UDP] Source port &gt;1023 and Destination port 1701

B. Protocol 47 [GRE]

C. Protocol 50 [ESP] and 51 [AH]

D. Protocol 6 [TCP] Source port &gt;1023 and Destination port 1723

E. Protocol 17 [UDP] and UDP port 500 [source and destination]
 

Answer: C,E

 

 

QUESTION NO: 3 
 

An organization is using PKI for authenticating branch office sessions. In order to trust that the

credentials from the endpoints are valid, what is needed?
 

A. the remote device's private key

B. the Certification Authority certificate from the issuing Certification Authority

C. the Certification Authority's private key

D. the pre-shared key from the remote device
 

Answer: B

 

 

QUESTION NO: 4 
 

   

        1



A designer is tasked to evaluate a customer's existing Contivity network. The designer is

concerned about Link State Database(LSDB) stability. The network consists of the following: ?

peer-to-peer connections ? 150 OSPF Tunnels ? hub and spoke ? static tunnels Which statement

is true in regards to assuring LSDB stability in this scenario?
 

A. OSPF tunnels should be designed with asymmetric link metrics on static tunnels.

B. OSPF tunnels should be designed with symmetric link metrics on dynamic tunnels.

C. OSPF tunnels should be designed with asymmetric link metrics on dynamic tunnels.

D. OSPF tunnels should be designed with symmetric link metrics on static tunnels.
 

Answer: D

 

 

QUESTION NO: 5 
 

A designer is considering utilizing the Contivity Stateful Firewall feature. What effects can be

expected if logging is utilized for large volume traffic?
 

A. Significant logging will have no affect on the system.

B. Logging will affect the system only if using syslog.

C. Logging will improve system performance.

D. Significant logging will cause performance degradation of the system.
 

Answer: D

 

 

QUESTION NO: 6 
 

A customer is considering terminating Contivity VPN traffic behind a third party firewall. Which

situations would make Contivity VPN traffic unsuitable for terminating behind a third party firewall?

(Choose two.)
 

A. The additional traffic overhead of both the firewall and the VPN device lowers bandwidth and

increases traffic latency.

B. Additional firewall protection will improve performance and security.

C. Additional traffic through the firewall will be improperly routed to the Contivity.

D. Additional firewall configurations to allow VPN traffic through the firewall without providing any

additional security.
 

Answer: A,D

 

 

QUESTION NO: 7 
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An organization with many users is planning a PKI deployment for authenticating remote access

VPN sessions. Remote access users consist of employees, contractors, and partners. Each group

of users requires a different level of access. Assuming the PKI uses different Organization Units

for different classes of users, how could the administrator reduce the amount of input required to

support these users on the Contivity?
 

A. Use the llow All?feature to assign users to the default group. Use the ?llow All?feature to assign

users to the default group.

B. Add each user to the appropriate group.

C. Associate a group with a partial match of the user's distinguished name.

D. Configure certificate revocation list checking for the PKI.
 

Answer: C

 

 

QUESTION NO: 8 
 

An engineer needs to design an IPSec VPN over a DSL network. A remote Contivity connecting to

the Central Office will need to establish a branch office tunnel. The IP addresses on the remote

branch offices are dynamically allocated. Which feature on the Contivity addresses this issue?
 

A. Asymmetric Branch Office Tunnel

B. DHCP

C. PPPoE

D. L2TP Branch Office Tunnel
 

Answer: A

 

 

QUESTION NO: 9 
 

An organization uses Contivity to support VPN remote access. They want to implement SecurID

for two factor authentication. Which protocol will support encrypted traffic when authenticated with

SecurID response tokens?
 

A. IPsec

B. AES

C. PPTP

D. 3DES

E. L2TP
 

Answer: A
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