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QUESTION 1  

Which three Authorization types are valid in vSphere? (Choose three.)  

A. Group Membership in vsphere.local  

B. Global  

C. Forest  

D. vCenter Server  

E. Group Membership in system-domain  

 

Answer: ABD  

 

 

QUESTION 2  

An administrator wants to configure an ESXi 6.x host to use Active Directory (AD) to manage users and 

groups. The AD domain group ESX Admins is planned for administrative access to the host.  

Which two conditions should be considered when planning this configuration? (Choose two.)  

A. If administrative access for ESX Admins is not required, this setting can be altered.  

B. The users in ESX Admins are not restricted by Lockdown Mode.  

C. An ESXi host provisioned with Auto Deploy cannot store AD credentials.  

D. The users in ESX Admins are granted administrative privileges in vCenter Server.  

 

Answer: AC  

 

 

QUESTION 3  

Which two advanced features should be disabled for virtual machines that are only hosted on a vSphere 

system? (Choose two.)  

A. isolation.tools.unity.push.update.disable  

B. isolation.tools.ghi.launchmenu.change  

C. isolation.tools.bbs.disable  

D. isolation.tools.hgfsServerSet.enable  
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Answer: AB  

 

 

QUESTION 4  

To reduce the attack vectors for a virtual machine, which two settings should an administrator set to false? 

(Choose two.)  

A. ideX:Y.present  

B. serial.present  

C. ideX:Y.enabled  

D. serial.enabled  

 

Answer: AB  

 

 

QUESTION 5  

Which two groups of settings should be reviewed when attempting to increase the security of virtual 

machines (VMs)? (Choose two.)  

A. Disable hardware devices  

B. Disable unexposed features  

C. Disable VMtools devices D. Disable VM Template features  

 

Answer: AB  

 

 

QUESTION 6  

Which password meets ESXi 6.x host password requirements?  

A. 8kMVnn2x!  

B. zNgtnJBA2  

C. Nvgt34kn44  
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D. !b74wr  

 

Answer: A  

 

 

QUESTION 7  

An administrator would like to use a passphrase for their ESXi 6.x hosts which has these characteristics:  

Minimum of 21 characters  

Minimum of 2 words  

Which advanced options must be set to allow this passphrase configuration to be used?  

A. retry=3 min=disabled, disabled, 7, 21, 7 passphrase=2  

B. retry=3 min=disabled, disabled, 21, 7, 7 passphrase=2  

C. retry=3 min=disabled, disabled, 2, 21, 7  

D. retry=3 min=disabled, disabled, 21, 21, 2  

 

Answer: B  

 

 

QUESTION 8  

Which Advanced Setting should be created for the vCenter Server to change the expiration policy of the 

vpxuser password?  

A. VimPasswordExpirationInDays  

B. VimExpirationPasswordDays  

C. VimPassExpirationInDays  

D. VimPasswordRefreshDays  

 

Answer: A  

 

 

QUESTION 9  


